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Summary

Begonia Project

Europe is embarking on a transformative endeavour to modernise digital information
usage, with a focus on enhancing the efficiency, sustainability, and connectivity of our
energy and transportation sectors. At the core of this initiative lies the development of
advanced ODPs that transcend national boundaries, leveraging state-of-the-art
technologies such as data sharing, cloud computing, and network connectivity.

The BEGONIA Project is an EU-funded Coordination and Support Action that aims to
expedite this digital transformation in the energy and transport sectors, analysing the
most promising solutions and providing information to the European Commission to set
up and fund future works project(s).

BEGONIA has the goal of identifying, studying and preparing the development of ODPs
across different EU countries, starting from the identification of 10 cross-border and
possibly cross-sector (energy and transport) UCs, meticulously shortlisting three based
on predefined criteria, and evaluating their impacts through proof-of-concept
implementation of their ODPs.

Summary of the Deliverable

In this deliverable, the technical requirements for deploying the three shortlisted Use
Cases (UCs) are analysed to support the preparation of pilot implementations. The
document begins with an overview of the scope, objectives, and methodology used to
assess each UC's technical feasibility within the BEGONIA project framework.

The deliverable follows a structured progression, analysing all three shortlisted Use Cases
with a focus on technical requirements for pilot deployment. For each Use Case, the
document examines requirements to support the service design, system architecture,
and necessary digital and physical infrastructure. It further assesses the readiness of pilot
sites and outlines how the proposed solutions will be implemented. Dedicated sections
address interoperability and integration challenges, cybersecurity and data privacy
requirements, and define a deployment roadmap, including pilot locations and
sequencing. The deliverable concludes with key recommendations to support successful
piloting in the next project phase. Additionally, the deliverable outlines the deployment
roadmap and identifies candidate pilot locations, considering the readiness of physical
infrastructure, digital platforms, and stakeholder engagement. The objective is to guide
the practical implementation of the selected UCs in Work Package 4, building on the
results of earlier feasibility studies and governance frameworks developed in WP3.

Disclaimer

Funded by the European Union. Views and opinions expressed are however those of
the author(s) only and do not necessarily reflect those of the European Union or HADEA.
Neither the European Union nor the granting authority can be held responsible for
them.
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1.Introduction

1.1. Begonia Project
The aim of the Begonia Project is to expedite the European digital transformation by
analysing promising solutions emerging on the market and by providing
recommendations to the European Commission. Specifically, the project focuses on
identifying, studying and preparing the development of Operational Digital Platforms
(ODPs) in the energy and transport sectors across various European Union (EU) countries,
with the aim of facilitating the setup and funding of future projects.

1.2. Work Package 4
Work Package (WP) 4, ‘Pilot Deployment, Support and Validation’, aims to advance
deployment among the planned testing environments building upon work performed in
WP2 and WP3. The objectives of WP4 are as follows:

e Prepare examples of purchasing orders for potential suppliers’ agreement
e Deploy testing environments and pilot solutions in at least 2 member states
e Prepare detailed formal test verification for the shortlisted use cases

This work package is structured to provide efficient coordination among the pilots and
representatives to readily share information, build on real-time insights and learning and
to provide positive leverage through visibility and shared endeavours.

1.3. Deliverable overview
This deliverable is the outcome of Task 4.1, “Detailed deployment project plan”, which
builds upon the technical requirements and governance frameworks developed in WP3.
It integrates the outcomes of the evaluation framework and governance scheme defined
in D3.4 and incorporates stakeholder feedback collected through WP5 to prepare
technical pilot deployment requirements.

The purpose of D4.1 is to evaluate the readiness of the digital infrastructures associated
with the three shortlisted use cases and to define the initial technical and organisational
conditions required for pilot deployment. The deliverable examines how the use cases
comply with the ODP reference architecture, assesses their interoperability and
cybersecurity maturity, and identifies any remaining gaps to be addressed before full
pilot rollout.

The document begins with an overview of the three shortlisted use cases and their pilot
infrastructures. Section 3 presents the methodology for assessing digital infrastructure
readiness and deployment conditions including interoperability. Section 4 provides the
detailed analysis of each use case, followed by sections discussing cybersecurity and data
protection, stakeholder governance and intellectual property considerations, and the
deployment roadmap and recommendations.
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1.4. Relationship with other deliverables
To ensure methodological continuity, Deliverable D3.2 should be regarded as a
prerequisite to the present analysis. It provides the theoretical and regulatory basis
required to understand the selection logic, infrastructure assumptions, and governance
boundaries that underpin the pilot implementations described in D4.1.

Deliverable D3.2 - “Solution Architecture, Regulatory, Policy and Governance Framework”
constitutes the conceptual and analytical foundation for this document. It presented a
comprehensive examination of the six shortlisted use cases originally identified in WP2
(Deliverable D2.2), addressing their technological, regulatory, and governance
dimensions in a structured and comparative manner.

In D3.2, each use case was analysed according to the reference layered architecture,
identifying the specific service, middleware, and perception-layer components necessary
to realise the Operational Digital Platform (ODP) concept within its context. This technical
characterisation was complemented by an assessment of relevant regulatory constraints,
policy drivers, and governance mechanisms, forming the project’s first integrated view of
how digital energy and mobility services can operate within European data-space and
interoperability frameworks.

While D3.2 defines what must be achieved in terms of architectural compliance,
interoperability, and governance alignment, the current deliverable focuses on how these
requirements are operationalised and validated through the prototyping and piloting
activities conducted in WP4.

The analysis also considers the stakeholder engagement and commitments documented
in D5.4. The maturity of each use case is assessed with respect to interoperability, cross-
border capability, and integration with data spaces and digital infrastructures.
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2.Pilot Setup: Overview on the UC piloting and
prototyping strategy and overview of the
infrastructure requirements

2.1. Context and selection process

Section 2 introduces the three use cases that have been selected for pilot proof of
concept deployment under WP4. The selection of these use cases was based on the
analytical work performed in WP2 and WP3, which examined their technical,
organisational and regulatory feasibility. WP2 identified and characterised a wide range
of potential use cases in the energy and transport sectors, while WP3 subsequently
refined these into six shortlisted candidates and developed detailed architectural and
governance analyses.

Using the evaluation framework and governance criteria defined in Deliverable 3.4, the
consortium applied a structured multi-criteria assessment to determine which use cases
met the necessary preconditions for pilot deployment. The evaluation considered
technical maturity, cross-border relevance, data-space integration potential, and
stakeholder commitment. As a result, three use cases were selected for detailed
readiness assessment in WP4. These use cases represent complementary domains and
collectively demonstrate how the ODP concept can enable interoperability and
coordination across sectors.

Since the objective of WP4 in line with the grant agreement is to demonstrate the
operational feasibility of the ODP concept and enable knowledge transfer rather than to
deploy a full production-level system, reduced set of representative services to be
deployed within each use case has been selected. This decision reflects both the proof-
of-concept character of the pilots and the realistic resource constraints associated with
prototyping activities. Each pilot deployment is therefore designed to validate the
minimum set of functionalities needed to prove interoperability, data-space integration,
and scalability of the ODP components when applied in real infrastructures.

By concentrating efforts on the most technically and operationally relevant features,
partners can implement, test, and interconnect their existing assets - such as loT
gateways, control platforms, forecasting modules, and data connectors - within the
BEGONIA framework. This focused scope maximises the scientific and demonstrative
value of each pilot while ensuring that integration tasks remain feasible within the
available time and budget. The resulting pilots provide evidence-based insights for future
large-scale rollouts, where the complete ODP service portfolio can be extended and
industrialised.
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Table 1 summarises which aspects of the operational digital platform are demonstrated
by each of the three use cases. All use-case pilots integrate the key ODP capabilities, but
each pilot is tailored around specific validation objectives, as shown in the table.

Table 1: Cross-Reference of Use Cases and ODP Capabilities

Deep

. Data Space
Cross Domain Cross Border Infrastructure p.
. Integration
Integration
uci X X
Uclli X X
UClll X X

2.2. Overview of final use cases
The following subsections provide a concise description of the three selected use cases.
Each description summarises the origin, objectives, main technical focus, stakeholder
ecosystem, and planned deployment scope. The detailed description of piloted services
and deployment conditions is presented in Section 3.

UCI - Electricity customer-centric ODP

The Electricity Customers Centric ODP is a service-driven platform that places consumers
at the core of the energy ecosystem by enabling smart energy management, real-time
insights, and active market participation. Leveraging loT, Al, and secure data-sharing
frameworks, it offers personalized recommendations, participation in demand response
programs, local energy trading and renewable energy sources support through virtual
energy communities, and automated supplier switching services. Users benefit from both
automated and manual control of connected devices via mobile applications, ensuring
efficient energy use, secure authentication, and transparent billing. The mobility sector
contributes to this use case by providing community and grid services using charging
point flexibility. Additionally, the ODP allows EV owners to find charging stations with
green electricity and support renewable sources. The platform ensures compliance with
GDPR and elDAS, fosters interoperability through standardized Data Spaces, and
enhances grid stability with Al-driven forecasting and demand-side flexibility. By
combining energy management, data security, e-mobility, and community-based
participation, the ODP transforms electricity consumers into active contributors within a
smart, sustainable, and interconnected energy ecosystem.

UCI builds upon concepts developed jointly by DTU, OASC, VITO, Blueprint and CEMOSA
and has been refined through cooperation with other stakeholders such as the Alexandra
Institute and 4i4 Aps in Denmark. The use case demonstrates how customer-centric
digital platforms can contribute to flexibility markets and support the transition to local
energy communities.
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UCII - Al-driven cross-border e-mobility and grid coordination ODP

UCII addresses the integration of electric mobility infrastructure with grid and renewable
generation systems. It employs artificial intelligence to optimise charging operations,
manage congestion and coordinate flexibility across borders. The objective is to ensure
efficient utilisation of the charging network while reducing stress on electricity grids
through real-time data exchange and predictive control.

The initial idea of the use case has been initiated from other ongoing EU project and
relevant stakeholders such as Petrol, BME University and other partners including Smart
Charging Kft (EKT Solutions), OurPower and Green Point from Slovenia, Hungary and
Austria and refined by partners in BEGONIA. Pilot activities are foreseen with support
from WINGS (Cyprus) with complementary activities by CEMOSA, Blueprint and in Austria
and possibly Hungary. UCII represents a mature and technically advanced case
demonstrating how Al and interoperable data exchange can coordinate e-mobility and
grid operations within the BEGONIA ODP framework.

UCIII - Digitalisation of data centres for energy efficiency and waste-heat reuse
UCIII targets the digitalisation of data centres and their integration into flexibility markets.
The use case introduces monitoring and control functionalities for optimising power and
cooling systems, enabling participation in flexibility services and facilitating the reuse of
waste heat in local energy networks.

The use case has been matured under the coordination of DTU and the Net Zero Data
Centres initiative, with participation from Navitas DC, Al-Nergy, Energy Cool, Energinet
and the Alexandra Institute from Denmark. Pilot activities are foreseen in Denmark and
Germany, where suitable data-centre infrastructures and grid interfaces are available.
UCIIl demonstrates how digitalisation and interoperability principles can extend beyond
the energy domain, linking ICT and industrial processes with energy efficiency and
sustainability goals.

Comparative overview of the shortlisted use cases

Table 2 summarises the key characteristics of the three shortlisted use cases, highlighting
their domain focus, cross-border scope, initial (pre-piloting) stakeholder composition and
indicative readiness level.

Table 2: Characteristics of the shortlisted use cases

Use case Domain focus Cross- Main stakeholders Indicative
border initially involved readiness
dimension level
UCI Energy communities DK 4i4, Al-nergy WeSmart, High
and flexibility DCBEL
Ucll E-mobility and grid SI, HU, AT Petrol, BME - Smart Very high
coordination Charging Kft OurPower,
Wien Energie
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ucll Data centres and DK, DE Net Zero DC, Energinet, | Medium-high
energy efficiency DTU

Stakeholder participation and next steps

The partners involved in the three use cases have confirmed their willingness to support
the preparation and testing of pilot infrastructures. Their participation ensures the
availability of technical assets, data sources and validation environments required for the
subsequent stages of WP4. Section 6 provides further details on governance
arrangements and intellectual property considerations associated with pilot activities.

2.3. Approach to ODP piloting

The pilot activities under WP4 aim to validate the concepts, tools and governance
structures developed in previous work packages through real-world testing of the
Operational Digital Platform (ODP) approach. The purpose of these pilots is not to build
new infrastructures from the ground up, but to integrate and test existing digital assets,
data sources and applications of project partners within a common operational
framework. Each pilot therefore represents a controlled implementation of the ODP
reference architecture defined in WP3, adapted to its respective domain.

The approach to piloting follows the principles established in the evaluation framework
described in Deliverable 3.4. It emphasises progressive deployment, beginning with
verification of digital interfaces, connectivity and interoperability across the participating
sites, and proceeding towards the integration of higher-level services and data-driven
applications. The pilots will provide the necessary evidence for assessing whether the
proposed ODP configurations are technically and organisationally mature enough for real
operational deployment and replication.

Each ODP pilot has local and, in some cases, combines also cross-border testing
environments. Local environments are used to integrate specific assets, devices and data
management systems that represent real operational conditions in the energy or
transport domain. Cross-border environments are then established to test
interoperability and data exchange between different national infrastructures. This dual
approach ensures that the pilots can demonstrate both technical feasibility and European
added value.

The implementation process is guided by three main objectives. The first is to
demonstrate the capability of the ODP to connect heterogeneous systems and manage
data flows in real time. The second is to validate the capacity of the platform to host and
execute algorithms, analytics and control functions that deliver measurable performance
improvements. The third is to confirm that the governance and data-sharing models
defined in WP3 can be applied in practice, ensuring trust, accountability and compliance
among the participating stakeholders.
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The piloting approach is coordinated through a common governance structure described
in D3.4. Each pilot has a designated lead partner responsible for operational
coordination, supported by technical and data partners who ensure alignment with the
reference architecture and standards. The validation methodology combines simulation-
based testing with real-world data and, where feasible, physical assets. This allows the
project to evaluate not only the functionality of individual services but also the scalability
and interoperability of the overall ODP concept.

Figure 1 illustrates the mapping of the three BEGONIA pilot use cases onto the reference
layered architecture of the Operational Digital Platform (ODP). Each layer represents a
distinct functional domain - Perception, Middleware, Service, and Business - through
which data flows from field devices to end-user applications. While the overall
architectural structure remains consistent, the figure highlights the specific ODP
components activated in each pilot.

At the Perception layer, all three pilots interface with controllable loads and EV charging
infrastructure, ensuring data acquisition and real-time interaction with physical assets.
The Middleware layer provides interoperability and secure data exchange through API
gateways, data-space adapters, and sovereignty mechanisms. At the Service layer, the
pilots diverge according to their validation focus: UCI concentrates on flexibility and
community energy services, UCIl extends the architecture with Al-based forecasting,
traffic anomaly detection, and charging-point booking functionalities, and UCIII refines
predictive control and virtual energy community features. The Business layer in each
pilot exposes these functionalities through customer dashboards, KPI visualisations, and
user-interaction services, enabling comparative assessment of the ODP's usability and
data-flow consistency across domains. Together, this mapping demonstrates that all
three pilots share a common architectural backbone while testing complementary
functional subsets of the ODP to validate interoperability and scalability under distinct
operational conditions.

UC | services UC Il services UC lll services ODP layers

Customer Dashboards Customer Dashboards

User Interaction Service KPI Dashboards BUSlneSS layer
Al Services ] [ CP booking services ] Computational load
Demand Side Flexibility R . RETEED CIEE 2e
- Routing Service service )
[ Virtual Energy ] orecasting/ Scheduling [ e T ] Ser\"ce layer
Community Service services
ata Management Al'enabled traffic o .
q ) Monitoring Service
Service anomaly services
[ APl Gateway ] [ API Gateway ] [ API Gateway ]
[ Data Sovergnity ] [ Messaging Broker ] [ Data Norma_llzatlonl ] M |dd lewa re laye r
Ingestion
Data Space Adapter / [ Data Ingestion ] Data Space Adapter /
Connector Connector

[ EV chargers / ] [ EV chargers / ] [ Smart Meters / PMUs / ] Pe rcepti on laye r

Controllable Loads Controllable Loads Environmental sensors
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Figure 1: ODP layers addressed with services piloting across UC I, Il and III

The pilots will also contribute to refining the technical requirements and evaluation
indicators for ODP deployment. Lessons learned from the implementation will feed back
into the project's recommendations to the Commission regarding future digital platform
initiatives. The coordinated piloting of the three use cases therefore serves both as a
validation exercise and as a mechanism to derive policy and technical insights for large-
scale replication.

2.4. Interoperability framework

Interoperability forms the foundation of the BEGONIA approach to ODP deployment and
is treated as a horizontal enabler across all three pilots. It ensures that different systems,
data sources and services can exchange and interpret information consistently, both
within a single use case and across national and sectoral boundaries. The framework
adopted for interoperability in WP4 builds on the reference architecture and governance
model established in WP3 and applies these principles to the specific contexts of energy,
mobility and data-centre operations.

The interoperability model is structured around four complementary layers: technical,
semantic, organisational and legal.

Technical interoperability ensures that systems can connect and communicate through
standardised interfaces and protocols. The pilots rely on open standards such as RESTful
APIs, MQTT and OPC UA for real-time data exchange between devices, local control
systems and cloud-based analytics.

Semantic interoperability provides a shared understanding of the exchanged information
by applying harmonised data models and ontologies derived from existing European
initiatives such as CIM, SAREF and FIWARE Smart Data Models, as may be observed in
subsequent chapters. These models enable the pilots to align data structures across
partners, ensuring that the same information can be used by different services without
translation or loss of meaning.

Organisational _interoperability is achieved through clear definition of roles,
responsibilities and operational processes among the participating partners. Each ODP
pilot operates under a governance structure described in Deliverable 3.4, which defines
data access rights, validation procedures and responsibilities for maintaining operational
integrity. This ensures that the data exchange and decision-making processes remain
transparent and auditable throughout the pilot implementation.

Legal interoperability concerns compliance with the European regulatory framework

governing data sharing and platform operation. The pilots apply the principles of the
General Data Protection Regulation, the Data Governance Act and the upcoming Data
Act. Data exchanges are implemented through controlled connectors and secure
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environments that maintain data sovereignty and traceability in line with the
International Data Spaces (IDS) and GAIA-X architectures.

The practical validation of interoperability will be carried out through two complementary
activities. The first focuses on testing the ability of each pilot's digital infrastructure to
connect and exchange data between local and remote nodes. This includes verifying
authentication, authorisation and communication latency under real operating
conditions. The second focuses on cross-use-case testing, where selected datasets and
services from different pilots will be exchanged to demonstrate compatibility and
reusability across domains. These activities will provide quantitative and qualitative
evidence on the maturity of the interoperability framework and its potential for scale-up.

The adoption of a common interoperability framework allows the BEGONIA pilots to
operate as part of a federated ecosystem rather than isolated demonstrators. By
ensuring that all participating systems follow the same architectural and governance
principles, WP4 establishes a foundation for future interconnection of ODPs beyond the
scope of this project. The experience gained during piloting will be used to refine the
technical recommendations and interoperability guidelines to be delivered to the
European Commission in the final phase of the project.

The general approach to piloting and the interoperability framework described above
provide the common foundation for all three shortlisted use cases. Each pilot applies
these shared principles to a specific operational environment, focusing on distinct
technical domains and stakeholder ecosystems. The following subsections present the
detailed overview of each use case, describing their pilot infrastructures, deployment
conditions and the manner in which they implement the ODP reference architecture
within their respective contexts.

2.5. UCI Pilot Infrastructure

The focus of UCI in the prototyping step will be on energy community service and, more
precisely, renewable energy production support and providing grid support service
through the virtual community. The aim is to prototype an ODP that allows consumers
to effortlessly form virtual communities, improve their operational efficiency, and engage
in intelligent, data-driven interaction with the electricity grid. By leveraging Al to predict
both future demand and available flexibility, the ODP enables these communities to
optimize their energy consumption, shifting usage to the most efficient times, balancing
load across the community, and supporting the grid.
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Figure 2: On-premises and cloud Infrastructure for UCI.

The deployment of UCI will be done both on-premises and in the cloud, as shown in Figure
2. The right side of the figure shows the layered architecture for UCI introduced in D3.2,
together with the focus areas of prototyping highlighted in red. At the perception layer,
loT sensors and meters capture data from RES, EVs, and household devices. The data
layer utilizes communication protocols such as MQTT/HTTP and databases for structured
and time-series energy data management. Middleware ensures interoperability with EU
Data Spaces and smart home ecosystems. On the business layer, Al models support
predictive load management, forecasting, and optimization of community-level energy
usage. Finally, the application layer provides visualization dashboards and user
applications  offering real-time consumption forecasts, cost optimization
recommendations, and automated participation in flexibility markets. These layers are
deployed on a federated infrastructure with implemented components listed in Table 3.
Most of the components are deployed by DTU and CDK, but would potentially include
some of the partner assets after final confirmation.

Deployment requires robust data pipelines to ensure real-time processing and
compliance with market and environmental data integration standards. The architecture
leverages APIs and message brokers to allow seamless data exchange between
households, grid operators, and markets. Services must also comply with GDPR for
customer data privacy and incorporate security frameworks for safe energy transactions.
The implementation plan involves staged development: establishing APIs and forecasting
services, deploying the forecasting engine, integrating virtual community services (such
as self-consumption maximization and grid support), developing visualisation
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dashboards, validating compliance with governance and regulatory frameworks, and
conducting controlled tests with community datasets. Through this approach, the
Electricity Customer-Centric ODP will demonstrate how energy communities can
meaningfully participate in EU electricity markets, driving customer empowerment,
flexibility provision, and decarbonization.

Architecture & Infrastructure

The pilot is built as a hybrid cloud-edge platform, where core services run in a centralized
cloud environment while selected components are deployed on-premises within
participating communities. The left side of Figure 2 maps different blocks of the layered
architecture to the relevant elements of the infrastructures. All external traffic is routed
through HAProxy, balancing load across microservice replicas and ensuring reliable
access. Identity and access management are provided by Keycloak, enabling single sign-
on and secure federation via OpenlID Connect and OAuth 2.0, with authentication and
delegation mechanisms that can also operate locally at community level. Business
capabilities are implemented as containerized Spring Boot microservices exposing REST
APIs, allowing independent scaling and evolution of key functions such as forecasting,
flexibility orchestration, and community management. Each community site hosts its own
local stack that mirrors selected platform services, such as data brokers, context brokers,
and processing modules for renewable generation, consumption, and flexibility. This
ensures that data processing, control actions, and stakeholder APIs can operate even
when connectivity to the cloud is intermittent. Local loT gateways connect physical or
emulated devices and manage communication through supported protocols like MQTT
and HTTP, while RabbitMQ and Kafka handle event-driven messaging between on-
premises and cloud environments. Data space connectors ensure secure data exchange
between communities and the central ODP, supporting integration with other data space
ecosystems. For large-scale analytics and Al workloads, Apache Spark processes both
streaming and historical data to train forecasting and optimization models, while Apache
NiFi orchestrates batch transfers and transformations across zones. Storage is
distributed across fit-for-purpose systems: Apache Druid powers real-time analytics and
dashboards, PostgreSQL maintains relational and configuration data, and Ceph provides
durable lake storage in Delta Lake format with ACID guarantees. Together, this
architecture enables virtual energy communities to interact intelligently with the grid
leveraging local autonomy, standardized data exchange, and Al-driven optimization
across both centralized and decentralized infrastructure.

Table 3 details the hardware which is used to host the local virtual community stack. The
perception layer is simulated using Raspberry Pls, which can seamlessly be configured to
represent or simulate different aspects of an loT system. After successful testing the
solutions on the simulators, we will try to prototype some of the features in a real-world
case provided by interested stakeholders. The local service layer will run on 3 compute
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nodes to provide the best foundation for representing a production-level development.
The cloud infrastructure will run on virtual machines.

Table 3: Platform components that will be deployed in UCI

Platform Specifications (014 Role and Business Justification
component
Platform core | Federated virtual Intel XEON E- 3 The central brain of the platform.
(local service community 2276GNIC 1 Gbit Provides the raw power needed
layer) compute nodes - Intel 1219-LM for data processing, analysis, and
forecasting. Ensures high reliability
AXEED 02 R and performance for all core
SIS (E13) (DL Rl platform services.
2x RAM 32768 MB
DDR4 ECC
Platform core | SaaS platform Virtual Machinesina | 1 The Cloud infrastructure manages
(business Cloud Infrastructure sovereign data sharing, data
layer) (Figure 2) engineering and analytics, global
model training across energy
communities and user apps.
Perception loT gateways and Raspberry Pis and 30 Devices used for real-life
Layer emulators RTOS systems representation of IoT network
communication and management
Perception Device Storage & 32GB microSD Card, | 20 Essential support components.
Layer Power external discs & Provides reliable operating system
USB-C Power storage and power for each of the
Adapter Raspberry Pi devices at the edge.
Middleware Sovereign and EDDIE connectors 3 Cloud-deployed pipelines for
Layer secure and data pipelines automatic connection and
communication (Figure 2) management of stakeholder data
channels (1 channel), user mobile apps and
their controllable loads (2 channels
for 2 virtual communities)
How it all flows

Device data arrives via MQTT. It is then bridged into Kafka topics for better persistence
and redundancy. The data can then be validated and enriched using spark pipelines
before they are persisted to the Delta Lake in Ceph. If necessary, the data can also be
indexed in Druid for fast queries. Batch files land via SFTP, are routed by NiFi into the
same pipelines. Spark on YARN handles heavy transforms and backfills. HAProxy fronts
the REST APIs, while Keycloak enforces authentication and authorization throughout.

2.6. UCII Overview and Pilot Infrastructure

UCII focuses on the deployment of an Al-driven Operational Data Platform that integrates
EVs, ETs, renewable energy sources, and grid services in a cross-border environment.
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With the rapid increase in electrified mobility and logistics, operators face the pressing
challenge of ensuring grid stability, coordinating charging infrastructure, and managing
renewable energy variability across national boundaries. The ODP is designed to
empower operators with real-time tools for optimizing charging coordination and traffic
flows, enabling predictive insights into demand patterns, renewable availability, and grid
constraints. By leveraging Al algorithms, operators can dynamically allocate resources,
anticipate congestion, and maintain system reliability while ensuring fair access to
charging facilities.

The technical requirements for deploying this use case prioritize operator-centric needs,
including seamless interoperability between heterogeneous charging networks,
compliance with European standards for secure data exchange, and robust forecasting
capabilities for load management and renewable integration. Middleware services and
edge computing ensure low-latency, high-accuracy data processing, while standardized
APIs and data spaces (e.g., GAIA-X) provide the backbone for interoperability and trusted
collaboration across national systems. Operators also benefit from advanced services
such as automated EV scheduling, grid ancillary services, and flexibility market
participation, all of which rely on accurate data flows and reliable identity management
systems.

From a technical perspective, the UCII architecture extends the BEGONIA ODP reference
model into a distributed, cross-border operational environment connecting charging
infrastructure, grid operators, and renewable generation systems across Austria,
Hungary, and Slovenia. The platform combines centralised SaaS services hosted by
WINGS with decentralised edge nodes installed at pilot sites to ensure low-latency data
exchange, secure control, and resilience under real operating conditions.

At the Perception Layer, loT gateways and emulators collect live data from electric vehicle
chargers, renewable sources, and grid interfaces using open protocols such as MQTT,
OPC UA, and OCPP. These devices aggregate measurements related to charging status,
grid frequency, and local renewable availability, forming the data foundation for
predictive control.

The Middleware Layer manages data transmission and governance between the local
nodes and the central SaaS environment. It includes sovereign communication channels
and GAIA-X/IDS-compliant connectors that enable trusted data exchange between
operators in different Member States. The middleware also hosts Kafka-based message
brokers and APl adapters that normalise heterogeneous data streams and ensure
interoperability with DSOs, TSOs, and fleet systems.

At the Service and Business Layers, containerised microservices orchestrated by
Kubernetes deliver the core platform functionality. These services include Al-driven
forecasting of grid and renewable conditions, automated scheduling of EV and ET
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charging, and coordination of cross-border flexibility transactions. Supporting services,
such as alert management, user dashboards, and key performance analytics, are
integrated into the same stack to ensure unified data access and monitoring.

The platform operates on a federated cloud-edge infrastructure, where real-time control
tasks are executed locally while computationally intensive analytics, forecasting, and
optimisation run in the WINGS cloud environment. This hybrid design ensures scalability,
fault tolerance, and compliance with European data-sovereignty principles. The main
components of this architecture and their roles are summarised in Table 3, reflecting the
equipment deployed at WINGS living labs and supported by Blueprint data from Austria
and optionally stakeholders in Austria and Hungary.
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Figure 3: Cloud and infrastructure for UCII (SaaS layer)

Architecture & Infrastructure

The technical backbone of the pilot is designed as a cloud-native platform, deployed using
Docker containers to ensure scalability, modularity, and resilience. This containerized
design allows each service such as forecasting, scheduling, charging point booking, or
alerts to operate independently while still interacting seamlessly with the rest of the
ecosystem. To manage communication across its distributed services, the platform uses
Kafka-based intercommunication both internally between microservices and externally
with DSOs, TSOs, or third-party systems. Kafka's event-driven messaging enables real-
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time data flows such as charging point status updates, grid forecasts, and demand-
response events to be processed and acted upon immediately. The ODP leverages big
data analytics frameworks like Hadoop and Spark to process and analyse the vast amount
of heterogeneous data collected from EVs, charging points, RES, and traffic networks. For
operators, this enables deep system insights: historical trends, anomaly detection, and
large-scale simulations of charging behaviour under different grid and RES scenarios.
Complementing the big data stack, the platform incorporates in-house developed
machine learning algorithms tailored for energy and mobility use cases. These include
forecasting algorithms for RES production, load demand prediction models for charging
networks, and optimization engines for dynamic scheduling and routing of EVs and ETs.
Finally, the ODP supports broad ingestion protocols to interface with a wide variety of
assets and systems. Supported protocols include UDP/TCP and REST/HTTP for general
data exchange, Kafka for high-throughput event data, MQTT for IoT device
communication, OPC for industrial systems, and LwM2M for lightweight device
management. This flexibility ensures that the platform can integrate with legacy
infrastructure (such as existing charging stations and SCADA systems) while remaining
future-proof for emerging loT-based assets.

These layers are deployed on a federated infrastructure with implemented components
listed in Table 4.

Table 4: Platform components that will be deployed in UCII

Platform

component

Specifications

Role and Business
Justification

Platform core | Edge compute Intel Xeon E- 1 per pilot Provides localized Al processing,
(business node - site 2276G (6 Core, caching, and near-real-time
layer) controller 3.8 GHz), 64 GB analytics to support latency-
RAM, 1 TB NVMe critical decision-making (e.g.,
SSD, 1 Gbit local scheduling or grid
Ethernet - * to be response). Enables autonomous
reconfirmed in operation if connectivity to the
deployment central cloud is lost.
phase
Platform core | WINGS SaaS 1 control plane + 1 (central Hosts core UCII microservices
(business Kubernetes 5 worker VMs deploymen | (forecasting, scheduling,
layer) cluster (per worker: 16 t- Cyprus routing, pricing, alerts, APlIs,
vCPU, 64 GB @WINGS) dashboards). Acts as the “brain”
RAM, 1 TB SSD), of the cross-border ODP,
Kubernetes, coordinating real-time services
Docker, Istio and ensuring interoperability
(ingress), between countries.
Keycloak, Kong
AP| Gateway or
similar
Optional Streaming & Kafka cluster (3 TBD Manages real-time data
platform core | analytics stack brokers, KRaft ingestion and event streaming
mode), Kafka from CPs, RES, and grid.
Connect, Schema Supports Al model training,
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Registry; Spark (3
workers) for
batch and
streaming;
PostgreSQL/Time
scaleDB; MinlO
S3 object store

historical backfill analysis, and
predictive insights. Key to high-
throughput, event-driven ODP
operation. Uses Kafka and
Spark as specified in UCII.

Connectors
(REST/HTTP, OPC
UA, MQTT),
ENTSO-E/DSO API
adapters

Perception loT gateways for Raspberry Pi 4 TBD Enables interoperability testing
Layer CP sites Model B (8 GB between heterogeneous assets
RAM) with RTOS and the ODP.
and MQTT/OPC
UA support
Perception loT gateways for | Teltonika RUTX11 | 6-8 per Connects EV chargers, RES
Layer CP sites (LTE/Wi- country sensors, and grid meters
Fi/Ethernet), securely to the ODP. Provides
MQTT/MQTTS VPN tunneling, local buffering,
client, and protocol translation for
WireGuard, OPC field-level integration..
UA client
Perception Device storage & | Industrial TBD Ensures reliable local logging,
Layer power microSD 32 GB (gateway local data persistence, graceful
for gateways; kits + edge | shutdowns, and autonomy
external SSD 512 ) during short outages. Ensures
GB for edge uninterrupted operation during
nodes; 65 W USB- power outages, and safeguards
C PSUs; mini-UPS against data loss in intermittent
(APC 650 VA) connectivity scenarios.
Middleware Dataspace & Eclipse 2-3 (1 per Enables sovereign, secure data
Layer trust fabric Dataspace country) exchange between DSOs, TSOs,
Connector CP operators, and the ODP.
(IDS/GAIA-X Aligns with GAIA-X/IDS
aligned), mTLS standards for interoperability
(TLS 1.3), and data governance. Enforces
Keycloak IAM, access control, privacy, and
Kong API policies, traceability.
WireGuard mesh
or similar, TBD
Protocol MQTT broker 1 per pilot Handles data translation
adapters & (EMQX/Mosquitto | node between field devices, 10T
connectors ) at edge, Kafka sensors, and the Saas layer.

Ensures that charging, grid, and
RES data are harmonized into
standard ODP data models.
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How it all flows

The overall data and service flow of Use Case Il follows a layered, event-driven
architecture designed to ensure seamless coordination between electric vehicles,
charging stations, renewable energy systems, and the power grid. At the foundation, the
Perception Layer collects real-time data from EV chargers, renewable energy sources
(such as solar and wind units), traffic sensors, and grid meters. |oT gateways deployed at
charging sites preprocess and transmit this data securely via MQTT or OPC UA protocols
to the middleware layer. These gateways not only relay information on CP status, grid
load, and local RES production but also enable immediate responses to local events.

The Middleware Layer acts as the integration and orchestration backbone of the
platftorm. Using a combination of Kafka-based data pipelines, Eclipse Dataspace
Connectors, and standardized APIs, it harmonizes data streams from different sources
and transforms them into common data models aligned with GAIA-X and IDS principles.
This layer enables secure, sovereign, and real-time communication between all
stakeholders DSOs, TSOs, charging operators, fleet managers, and the central ODP
platform. It also provides mechanisms for data normalization, event routing, and
authentication, ensuring data quality, privacy, and traceability. Event messages generated
from this layer trigger microservices in the upper layers, such as forecasting, scheduling,
and alert management.

At the Service and Business Layers, advanced Al-driven services transform raw data into
actionable intelligence. Forecasting algorithms predict short-term renewable generation,
grid demand, and expected charging loads, feeding these insights into the scheduling and
coordination engines. The scheduling service then optimizes charging sessions and route
plans based on real-time conditions balancing user constraints, pricing signals, and grid
stability requirements. Finally, the Business Layer integrates all insights into intuitive
dashboards for operators, offering KPIs, alerts, and visual tools for decision support.
Through this holistic flow from data capture at the edge to decision-making at the
business level the ODP ensures efficient, transparent, and sustainable cross-border EV
and ET operations while maintaining interoperability, data sovereignty, and grid resilience
across Europe.
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Figure 4 illustrates the detailed mapping between the physical infrastructure to be
deployed in the UCIII pilot and the functional layers of the ODP piloted in UCIII. It shows
how a distributed set of Kubernetes clusters, middleware services, and loT gateways
collectively support the data-sovereign and energy-optimised operation. The cloud-to-
edge architecture shown in the figure, enables cross-border coordination of workloads
and real-time optimisation of data-centre energy performance. The corresponding
physical and software infrastructure components that will be used to set up the platform
are described in Table 6.

At the Perception Layer, the interface between emulated physical assets and the digital
platform is defined by light-weight data space connectors that interact with International
Data Spaces components (e.g. DAPs). Device emulators (RTOS systems in Table 6)
replicate the operation of key energy systems such as chillers, fans, and heat-recovery
units while IoT gateways (Raspbery Pi servers in Table 6), aggregate sensor data on
temperature, humidity, power consumption, and thermal loads (RTOS systems in Table
6). This arrangement allows the project to reproduce realistic data-centre behaviour in a
safe and repeatable test environment and to assess how sensing and actuation interact
with higher-level orchestration mechanisms.
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As projected in the figure, the Middleware Layer delivers the data-management and
governance functions required to ensure interoperability, trust, and sovereignty at loT
and Compute infrastructure levels (Sovereign and secure communication channels in
Table 6). A Data Space Adapter Connector provides the interface to external data spaces,
ensuring compliance with European interoperability and data-sovereignty frameworks.
The middleware runs on a PaaS Manager (PaaS middleware in Table 6) and three high-
performance servers that provide the necessary virtualisation, scaling, and provisioning
capabilities (Platform core in Table 6). This layer transforms heterogeneous sensor data
into structured, shareable assets that feed into the service functions hosted on the
Kubernetes clusters.

Table 5: Platform components that will be deployed in UCIII

Platform
component

Specifications

Qty

Role & Business Justification

Platform core

High-Performance

AMD EPYC 24-Core

The central brain of the

in Germany and
Finland

and Danish Servers CPU, 192 GB ECC platform. Provides the raw
physical RAM, 7.6 TB NVMe power needed for data
infrastructure +960 GB SATA processing, analysis, and
(Denmark) SSD, 2x 25GbE forecasting. Ensures high
Networking reliability and performance for
all core platform services.
Physical High-performance | MikroTik 10-Port The network backbone. A
infrastructure network Switch (25G & strategic, future-proof
100G capability) investment that provides a
high-speed connection
between edge devices and the
core servers, allowing for
massive future expansion.
Physical German and Intel XEON E- Data center serversin
infrastructure Finish data center | 2276GNIC 1 Gbit Germany and Finland for
servers - Intel 1219-LM demonstration of cross-border
services
2x SSD U.2 NVMe
960 GB Datacenter
2x RAM 32768 MB
DDR4 ECC
Physical Provider-managed | Managed network
infrastructure networks located | switches (1G)
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Perception Layer | |oT gateways Raspberry Pi 4 15 Field data collectors and device
Model B (8GB) controllers. A cost-effective,
redundant cluster for reliable
data gathering and command
execution at the edge.
Perception Layer | Edge Management | Raspberry Pi 5 3
Node
Perception Layer | Device Storage & 32GB microSD 20x3 Essential support components.
Power Card, external Provides reliable operating
discs & USB-C system storage and power for
Power Adapter each of the Raspberry Pi
devices at the edge.
Middleware layer | PaaS middleware Kubernetes (Core | 10 The platform's operating
Cluster, VM system. Automates application
Support) + deployment, scaling, and self-
Lightweight K8s healing. PaaS manager adds
(Edge Cluster flexibility to run both modern
containers and legacy VMs,
unifying all workloads under a
single management system.
Middleware Sovereign and IDS-compatible 3 The IDS-compatible connectors
Layer secure connectors and and PaaS-hosted DAPs server
communication IDS data space allow for automatic connection
channels component and management of loT
devices (1 channel) and
monitored data centers (2
channels)

The Service Layer is implemented through three dedicated Kubernetes clusters, each
deployed by the third-party PaaS manager to support a specific operational domain.
Cluster 1, the Cross-DC Interface, hosts management APIs, HAProxy components, and
monitoring services responsible for overseeing workload distribution across data-centre
nodes. It provides a unified operational view and ensures that orchestration decisions
respect performance and reliability requirements. Cluster 2, the Load-Transfer Cluster,
manages inter-cluster data exchange, load forecasting, and balancing services. It runs the
context broker and forecasting components that predict energy demand and guide real-
time allocation of computational workloads between distributed sites. Cluster 3, the
Energy-Management Cluster, integrates the Data Space Connector with loT gateways,
enabling end-to-end interaction between digital control logic and the emulated energy
infrastructure. It manages energy-related telemetry, executes optimisation routines, and
triggers actuation of both compute and cooling resources through Kubernetes operators.
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Together, these Kubernetes clusters form the operational core of the UCIIl platform,
executing the service cycle described in Section 4.3: forecasting energy consumption,
optimising workload placement, and actuating changes across the infrastructure.
Through the middleware’s secure communication channels and the perception layer's
emulated devices, the system completes a continuous control loop in which data are
collected, processed, and acted upon in near real time.

The mapping shown in Figure 4 serves a dual purpose. From a technical perspective, it
validates the scalability and resilience of a distributed Kubernetes-based platform
capable of managing energy and compute resources across multiple European nodes.
From a strategic perspective, it provides the experimental basis for assessing compliance
with EU Data Space principles, measuring latency and interoperability, and quantifying
energy-efficiency gains through digital control. By directly coupling containerised
orchestration, data governance, and emulated energy systems, the UCII pilot
demonstrates how data-centre infrastructures can be transformed into intelligent,
sustainable, and sovereign digital assets.

Architecture and infrastructure

All inbound and inter-cluster communication is routed through HAProxy, ensuring load
balancing and secure access to platform services. Keycloak provides federated identity
and access management through OpenlID Connect and OAuth 2.0, allowing nodes to
authenticate securely while maintaining autonomy in isolated operation modes.

The Middleware Layer implements the sovereign data-exchange environment based on
International Data Spaces (IDS) components from Fraunhofer IAIS. IDS Connectors,
developed in C++ and Rust, govern trusted data sharing, metadata exchange, and access
control across distributed clusters. Each connector integrates a Dynamic Attribute
Provisioning Service (DAPs) for token-based authentication and a Certification Authority
(CA) for issuing and validating X.509 certificates. These modules rely on standard
cryptographic libraries such as OpenSSL, Rustls, and automated certificate-management
clients. IDS policy-enforcement modules ensure fine-grained control over data usage and
sharing, while Apache Kafka and RabbitMQ enable both high-throughput and event-
driven communication across nodes. Persistent data are managed in PostgreSQL for
configuration and metadata and in Ceph for object storage, with all exchanges secured
through mutual-TLS encryption orchestrated by DAPs.

The PaaS Manager automates the deployment and scaling of middleware components
using Kubernetes Helm, Storage managers, and GitLab CI/CD. Observability and
performance metrics are collected through Prometheus, ViktoriaMetrics, and the Kepler
telemetry stack, providing real-time visibility into computational load, energy efficiency,
and node performance.
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The Service Layer operates across three Kubernetes clusters supporting forecasting,
optimisation, and actuation. Forecasting services use Python/TensorFlow models for
energy and workload prediction, optimisation routines employ Pyomo and Gurobi solvers
for cost and performance balancing, and actuation is executed through Kubernetes
Operators, which apply scaling and scheduling changes across the distributed
infrastructure. Together, these services form the adaptive control loop described in
Section 4.3. Several tools are evaluated for a PaaS managers implementation and the
winner will be reported in later deliverables

The Perception Layer bridges the digital platform with the physical environment. It
combines Raspberry Pi gateways for local data aggregation and emulation with
microcontroller-based devices running a Real-Time Operating System (RTOS) for
deterministic control of simulated energy subsystems such as cooling, heat recovery, and
power regulation. The RTOS enables precise timing, prioritised task scheduling, and
reliable sensor-actuator synchronisation. Edge applications, implemented in C and
Python, handle local preprocessing and secure communication using lightweight
protocols such as MQTT and HTTP, buffering data when connectivity is intermittent. All
telemetry is transmitted through IDS Connectors, ensuring end-to-end compliance with
data-sovereignty and security requirements.

How it all flows

Operational data are generated at the edge by RTOS-controlled devices that measure
energy and environmental parameters. These data are preprocessed by Raspberry Pi
gateways and transmitted via MQTT and HTTP through IDS Connectors, which enforce
policy compliance using DAPs-issued certificates and token-based authentication.

In the middleware, messages enter Kafka topics for reliable streaming and replication.
Processing containers validate and enrich the data before storing results in PostgreSQL
for metadata and Ceph for time-series and model artefacts. All exchanges are secured
through mutual TLS managed by the DAPs and CA services.

The service clusters consume curated data for forecasting, optimisation, and actuation.
Forecasting models in TensorFlow predict energy use; optimisation modules built on
Pyomo and Gurobi compute optimal workload placement; and Kubernetes Operators
apply the resulting actions across distributed nodes.

Kepler continuously monitors power and thermal metrics, feeding real telemetry back
into the forecasting layer for model refinement. HAProxy routes traffic between services,
while Keycloak maintains federated authentication.

Together, these processes form a closed control loop in which edge data drive predictive
analytics and automated orchestration within a secure, IDS-compliant, energy-aware
digital platform.
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3.Comprehensive analysis of services piloted in
three pilot sites

The following section provides detailed service implementation description across the
three shortlisted BEGONIA pilots. It translates the conceptual ODP reference architecture
developed in WP3 into deployable system configurations - detailing how each use case
operationalises the cloud-to-edge continuum, integrates sovereign data spaces, and
validates interoperability under realistic network and market conditions.

The analysis follows a harmonised approach: each use case description identifies the
functional architecture (service, middleware, and perception layers), key data flows, and
interoperability interfaces (11-13) used to connect local pilots with cross-border
environments. Particular emphasis is placed on the re-use of common ODP components
- such as federated compute nodes, data-space connectors, and Al-enabled forecasting
services - to ensure replicability and cost-efficient scaling in future deployments.

Beyond the purely technical scope, this section assesses each pilot's ability to deliver
measurable performance improvements, including data-latency reduction, forecasting
accuracy, and load-balancing efficiency. It also analyses the maturity of partner
infrastructures against CEF-Digital interoperability requirements and European data-
sovereignty standards (GAIA-X, IDS).

Together, these analyses form the evidence base for the upcoming pilot integration
phase. They demonstrate that BEGONIA's architecture is not a collection of isolated
demonstrators but a coordinated ecosystem of interoperable nodes capable of
supporting real-world digital-energy services across borders. The following subsections
(3.1-3.3) present the detailed technical design and implementation steps for UCI, UCII,
and UCIII, respectively.

3.1 UseCasel

The UCI pilot will primarily focus on implementing and testing the technologies for intra-
platform (Cloud to Fog) and external system co-operation. In this respect, the lightweight
demo of each layer will be prepared and tested in hybrid configuration: the PaaS layer
will be represented with self-hosted Data Space connectors, context broker and
development versions of the market integration middleware. The SaaS part will include
Grid load Al models, Demand Response management tools, APl management and
emulation of the stakeholder platforms (data producers, external data space
connections, MQTT brokers for energy services), see Section 2.3. The Al model will include
Python grid load models, renewable and frequency disbalance data APIs (DTU Compute).
Demand response management tools will include flexibility forecasting service (CEMOSA),
OpenADR communication and schema services.
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Figure 5: Distribution of ODP services amount infrastructure layers

The platform infrastructure is governed locally by controllable and renewable asset
managers and globally by virtual community operators at the regional and national levels,
as shown in Figure 5. The asset managers use software-defined controllers running on
the local compute infrastructure to monitor and control these assets through their energy
management systems. Virtual community services hosted in a centralized cloud
environment aggregate and forecast flexibilities to calculate and send procurement
signals back to local assets.
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Figure 6: Partner roles in UCI pilot service layer implementation

The roles of partner in implementing UCI service are shown in Figure 6. Cemosa will
develop an Al forecasting service, DTU will develop local data collection services and
Center Denmark will set up a data space connector and virtual community service.

Data Management (Main) Service

The purpose of this service is to manage all activities around determining the required
data, data collection, communication, processing, and storage, receiving data from
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external data providers, and interacting with data spaces. There will be special attention
on interaction with the data space to collect consumption data for the virtual community
services, such as renewable energy support by self-consumption maximization and
providing grid support service. This capacity is vital to ensure trust, transparency, and
control over individuals' data. In addition, Data spaces enable seamless integration with
other systems and potentially other ODPs. As such data spaces will be critical for the
success and interoperability of ODPs. The pilot for UCI will therefore primarily focus on
data use and integration, validating their role as the backbone for secure and
standardized data exchange between different systems and domains.

Flexibility service

The flexibility service gets current consumption data from the data spaces using EDDIE
connectors (interface 11 deployed in the cloud), available flexibility capacities calculated
for each controllable load, and the flexibility request from the grid operator (TSO or DSO),
and disaggregates this flexibility among controllable loads to satisfy the requested
flexibility. DTU emulates a local demand response management system, deploying the
corresponding services on local PaaS nodes it provides the external API, exchanging data
with the SaaS (Cemosa).

Communities’ self-consumption maximization service

The following process is followed in the community to support the renewable power
production within the community:

o Aggregating the data from the community received from IoT gateways installed at
each energy consumer

e Receiving energy consumption and renewables forecast data,

e Receiving controllable loads flexibility capacity calculations,

e Applying demand-response algorithms for maximizing the self-consumption of
the community

e Calculating the bid for participation in the day-ahead market to cover the daily
imbalances of the community.

Al Services

The Al service is used for forecasting the energy consumption and renewable power
production. The input data are:

1. End-user energy consumption data from CDK API (11, Figure 7: data spaces
functionality)
2. Renewable energy production received from DTU's service through message
broker (12, Figure 6: PaaS)
The output includes the forecasts for the next 24-hour period, that should be calculated
and sent back to DTU and/or CDK via the message broker (13, PaaS or cloud):
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3.2 UseCasell

Use Case Il proposes an Al-enhanced ODP integrating EVs, ETs, RES, and grid services. The
system design includes smart charging algorithms, routing and booking engines,
demand-side response orchestration, and real-time RES forecasting. Implementation will
occur in phases, starting with simulations and moving to partial live trials.

4 N
Microservices

[ Forecasting ] [ Scheduling ] [ CP booking J % kafka

[RES-grid coordination [ Tariffing ] S&ﬁg

- J

In-house machine learning

e N
( Al-drlve(n OoDP A Bkoo
L |~/ Forecasting ] Schediuling ]

3 Big data
i RES-grid analytics
[ @ CFhooking ] L 2 coordination

\

l

Supported protocols
UDP/TCP REST/HTTP Kafka
MQTT OPC LWM2M

B b ® F AR

RES Grid Operators

Figure 7: UCII service-layered implementation

The initial page of the ODP (home), offers a centralized entry point for monitoring and
managing electric vehicle charging operations and their interaction with renewable
energy sources and the grid. At the top, the user can navigate across different tabs—
Datasets, Maps, Notifications, Alert Management, and Statistics—providing access to key
functions such as data exploration, geographical views, system alerts, and performance
reporting. This design ensures that users can seamlessly move between high-level
monitoring and detailed analysis, making the platform intuitive and user-friendly.

In the next level, real-time operational insights are presented. A map displays the
distribution of CPs, while a donut chart provides CP availability statistics, clearly
distinguishing between online and offline stations. Alongside, the platform offers grid and
RES forecasts, highlighting expected grid load and renewable generation. These insights
are critical for balancing demand and supply, enabling proactive decision-making on
charging coordination. Furthermore, the charging recommendations panel provides Al-
generated suggestions to optimize charging schedules and locations. Finally, in the
bottom level of the tab active notifications and alerts are included, ensuring users are
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immediately informed of the system anomalies, capacity shortages or operational risks.
This is linked to the alert management tab.

Alert
Datasets Maps Notifications Statistics
management

'ammm RES forecast
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CP availability

Grid Load RES Generation
Forecast Forecast
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Charging Recommendtions

% available charging points

Active notifications

Figure 8: Overview of User Interface Tabs and Functional Modules
Forecasting Services

At the service layer, the core services are the forecasting service and the scheduling
planner. The forecasting tab of the ODP provides advanced Al-based predictions to
support decision-making for charging infrastructure, renewable energy integration, and
grid stability. The platform can display renewable generation availability and charging
point status on geographical maps, enabling operators to visually assess where potential
bottlenecks or surpluses may occur. The time dimensions (hourly, daily, weekly) further
enhance flexibility, allowing forecasts to be aligned with both short-term operational
needs and long-term planning.

The central part highlights key forecasting parameters and KPIs, such as RES production
for the next 24 hours, the number of expected charging sessions, the estimated flexibility
required, and peak load hours. These outputs combine technical forecasts with
actionable business insights, ensuring operators can anticipate demand, manage loads
proactively, and optimize resource allocation. Alerts are also integrated within the
forecast panel, where anomalies in demand or generation are flagged, and
corresponding map points change color to immediately draw attention to affected assets.
Forecasts can be exported in formats such as CSV or PDF, making them accessible to
stakeholders like DSOs, TSOs, or policymakers. This ensures seamless communication
and coordination across the energy ecosystem.
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Figure 9: Scheduling Interface for Coordinated EV Charging

Scheduling Services

The scheduling tab of the ODP provides an integrated environment for managing EV
charging sessions in coordination with grid conditions and renewable availability. At the
top, a calendar view is designed that displays scheduled charging sessions, peak load
periods, planned maintenance, and congestion windows, allowing operators and users
to anticipate and optimize energy demand. This structured visualization ensures that
both individual EV owners and fleet operators can clearly see their charging plans in
alignment with wider system needs. Supporting this, the dashboard incorporates tools
such as the EV status and booking table, which tracks vehicle geolocation, state of charge
(SOC), and preferred charging point. Alongside, the charging session planner enables
users to define start and end times based on grid capacity, battery status, and personal
constraints. The system then leverages an Al-based automated scheduler, which
integrates user inputs with external data sources like renewable forecasts, grid
constraints, traffic data, and CP availability to propose optimized charging and routing
schedules. By applying machine learning and optimization algorithms, the scheduler
produces actionable charts and tables that guide when and where charging should occur
most efficiently.

The tab also highlights the combination of the CP and EV (the same as the forecasting
tab), offering a geospatial view that links vehicles with available charging points, while the
alerts/conflicts module ensures that users are notified of potential scheduling overlaps
or grid overload risks. Importantly, this scheduling tab is interconnected with other parts
of the platform, such as forecasting, data management, and alert systems, creating a
holistic and adaptive environment for balancing user needs with grid stability and
renewable integration.
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Alert Management

The ODP also provides a page for notification and alerts that leverages the conclusions
and insights of the previous pages. This includes a centralized interface for monitoring
system health, operational issues, and Al-driven insights. It allows users to filter alerts by
time range, type, and status, offering flexibility in analyzing both current and historical
events. Alerts are categorized into different types, such as operational alerts (e.g.,
charging point offline, battery depletion, grid congestion), Al-based conclusions (e.g.,
anomalies in RES generation, dynamic tariff-driven charging shifts, or flexibility windows),
statistical threshold breaches (e.g., forecast errors or usage deviations), and security
alerts (e.g., failed sign-ins, data interruptions). This structured alerting system not only
ensures real-time responsiveness to critical events but also supports proactive
management through predictive analytics, helping operators, grid managers, and end-
users take timely actions to maintain stability, efficiency, and security across the platform.

3.2 Use Casel lll

The core functionalities of this initiative include data center-grade PaaS operation
support for secure loT management, which ensures a robust and protected environment.
It will feature real-time monitoring and energy forecasting of DC loads, allowing for
precise tracking and prediction of energy consumption. Furthermore, the system will
facilitate dynamic load scheduling and energy trading, as well as use the outcome of UCI
to integrate the loT part of the platform with Data Spaces, optimizing energy use and
enabling participation of sovereign energy data owners in energy grid services. A key
innovation is the enabling of cross-border demand-response through computational load
transfer, which allows for balancing energy needs across different regions. Finally, all this
data will be made accessible through the visualization of load and energy distribution
data, providing clear and actionable insights.

The UCIII pilot deploys a services to procure data-centre energy flexibility by forecasting
power consumption and dynamically orchestrating computational workloads across
distributed nodes. The platform ingests data from physical assets, governs it in a secure
and sovereign middleware, and uses it to deliver high-value operational services in the
service layer. At the beginning of the cycle, the Forecasting Service analyses new or
changing computational loads, estimates their flexibility and predicts their energy
demand and electricity cost. The services are tightly connected to energy demand
monitoring through IoT gateways connected to temperature and power electricity
sensors. These services form a closed operational cycle, illustrated in Figure 5, where
forecasting, optimisation, and actuation are continuously reinforced by real-time
telemetry and feedback from the node agents. Device emulators and I0T gateways on the
left represent real-world assets (sensors, meters, chillers). They feed raw operational data
(e.g., energy usage, temperature) into the Perception Layer on the right.
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These data are passed via data connectors to real-time analytics and workload scheduling
services all deployed in platform’s Kubernetes clusters and managed by IDS-based tools
provided by the middleware layer. This enforces data sovereignty, allowing it to connect
with external systems via the Data Space Connector for trusted exchange. It securely
ingests, normalizes, and stores the data in persistent storage. The Hardware Servers and
PaaS Manager on the left provide the computing infrastructure for this layer, enable
virtualization and storage factorization and redundancy.
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Figure 10: Data center-deployed services of the UCIII
Forecasting Service

Business layer deployed on Danish nodes is represented by embedded Al and statistical
models generating short- and medium-term forecasts that inform operational decisions
and strategic planning for each server set in their respective member states. The local
predictions are used to estimate flexibility for the next time step in a single data center
and provide an input for the subsequent optimisation of the operating schedule for cross-
sector operation inside each data center and work-load transfer between servers of
different data centers.

Optimization Service

The Optimisation Service interprets the forecasting results to identify the most energy-
and cost-efficient configuration of workloads and resources in different locations. It
evaluates potential scenarios for workload placement, cooling efficiency, and renewable-
energy availability, selecting the configuration that best balances computational
performance with objectives of cost, RES integration, frequency regulation and quality of
service. Within the pilot, this service plays a central role in testing how data-centre
workloads can be shifted dynamically between nodes in Denmark, Germany, and Finland
to minimise electricity costs, enhance cooling performance, and leverage renewable-
energy availability.

Actuation Service

The Actuation Service operationalises the optimisation results by interacting directly with
the Kubernetes orchestration environment and the underlying hardware. It translates
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optimisation outcomes into automated commands for resource scaling, workload
migration, or scheduling. These commands are executed in real time across the
platform’s distributed infrastructure, effectively closing the decision-execution gap. This
layer validates how automated orchestration can reduce human intervention, improve
responsiveness, and maintain service continuity during dynamic energy management
operations.

Node Management Service

Beneath these higher-level processes, the Hardware and Node Management Service
monitors the operational state of the computing and networking resources. It gathers
performance metrics, such as CPU utilisation, thermal status, and power draw, to ensure
alignment between the digital-twin representation and the actual physical environment.
This monitoring layer provides the factual basis for all optimisation and actuation
decisions, maintaining coherence between simulated and real nodes during the
experiments.

The Kepler Services constitute the feedback and observability component of the
architecture and is combine with direct monitoring methods (current sensors). Operating
natively within the Kubernetes cluster, Kepler continuously collects, aggregates, and
visualises key telemetry indicators, including energy consumption, temperature, and
performance efficiency. The data generated by Kepler are reintroduced into the
forecasting models, improving prediction accuracy and enabling the platform to adapt
over time. In this way, Kepler ensures the self-correcting nature of the service loop,
allowing the system to measure, verify, and enhance its performance continuously.

Summary: Novelty and Value

Together, these services establish a fully integrated digital control loop that, on one hand,
mirrors the operational logic of real data centres and, on the other hand, enables demand
response on conventionally zero-flexibility assets. New computational loads trigger
energy forecasts, which guide optimisation and actuation processes, while monitoring
and feedback ensure adaptive refinement of each step. This continuous interaction
between forecasting, optimisation, actuation, and measurement demonstrates how
intelligent orchestration can enhance both sustainability and operational efficiency. The
feedback loop will be made possible due to PaaS-managed clusters and sovereign use of
data by the platform middleware to power the service layer, delivering monitoring, grid
flexibility, and electricity price calculation to data operators. The UCIII service architecture
thus provides a concrete, replicable model for energy-aware data-centre operation within
sovereign and distributed digital infrastructures, aligning with the goals of the EU Data
Strategy and Sustainability goals.

3.3 Stakeholder support and intellectual property considerations
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The successful deployment of the BEGONIA pilots relies on the active participation and
long-term commitment of the stakeholders involved in each use case. The partners
engaged in WP4 represent a diverse ecosystem of industrial operators, technology
providers, research institutions and public organisations, all of whom have contributed
to the definition, design and validation of the ODP concept. Their role in the pilot phase
extends beyond technical support to include governance, validation of business models,
and regulatory alignment across member states.

Stakeholder engagement throughout the project has been coordinated under WP5 and
has ensured continuity from the identification and analysis of use cases in WP2 and WP3.
The consultations carried out under D5.4 confirmed a broad willingness among partners
and associated organisations to provide data, digital infrastructure and technical
expertise for the pilot implementation. Following recent revisions to the project's scope
and structure, partners’ involvement in this work package is now being adjusted. A new
stakeholder engagement plan has been drafted to streamline outreach to the
organisations that expressed interest in previous phases and to reaffirm their (or
additional stakeholders’) participation. This involvement forms the operational
foundation for the deployment activities described in WP4. The stakeholder network also
includes representatives of potential end-users and public authorities, which are
essential for validating the regulatory and societal relevance of the ODP approach.

Each of the three pilots operates within a defined governance structure, as outlined in
D3.4, where stakeholder roles and responsibilities are clearly distributed. Use case
leaders coordinate the operational work and ensure compliance with the project’s
technical and ethical standards. Industrial and academic partners contribute their
infrastructure, software modules, and datasets, while also validating the technical
performance of the deployed services. This multi-actor cooperation allows each pilot to
act as a small-scale ecosystem in which interoperability, trust and accountability can be
tested under realistic conditions.

The pilots are designed to promote open collaboration while respecting data sovereignty
and intellectual property rights. All technical components, interfaces and datasets
developed or integrated under WP4 remain subject to the ownership provisions defined
in the BEGONIA Consortium Agreement. Partners retain ownership of their pre-existing
intellectual property and grant access rights to other consortium members strictly for the
implementation of project activities. Results jointly generated during the pilots will be
governed under the shared ownership principles agreed by the consortium. Any new
foreground IP created through software development, algorithms or data models will be
documented and registered according to project procedures, ensuring transparent
attribution and traceability.

In line with the European Commission’s principles on open science and data, the project
encourages dissemination and reuse of non-confidential results. However, all data
exchanges within the pilots must comply with the General Data Protection Regulation,
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the Data Governance Act and relevant national laws. Sensitive datasets, proprietary
algorithms and commercially confidential information are handled in accordance with
predefined access rights and confidentiality obligations. This balance between openness
and protection of IP ensures that innovation within the pilots can proceed while
safeguarding the interests of participating stakeholders.

The coordination of stakeholder support and IP management in this work package is
overseen by the WP4 leader, who ensures that all partners adhere to the agreed
governance framework and that the contributions of each participant are properly
recognised. Regular reporting and review mechanisms are established to monitor
partner engagement, evaluate contributions, and address any issues related to data
access, ownership or rights of use. These measures guarantee that the pilots operate in
a transparent, collaborative and legally compliant manner, setting a solid basis for
knowledge transfer of the BEGONIA ODPs during and beyond the project’s duration.
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4.Cybersecurity and Data Privacy

The implementation of an ODP must embed robust cybersecurity controls across the
entire stack to protect infrastructure, devices, and data flows. Technical measures should
align with ISO/IEC 27001, IEC 62443 (for industrial 10T/OT), and ENISA recommendations
for cloud-edge deployments.

At the platform and network layer, this includes strong identity and access
management (OIDC/OAuth2 with role-based and attribute-based access control), mutual
TLS 1.3 for device and service authentication, end-to-end encryption(TLS in transit,
Transparent Data Encryption (TDE) or encrypted object stores at rest, with AES-256), and
hardware-backed keys (Trusted Platform Modules or HSMs) for critical secrets.

Device security must be enforced through secure provisioning, digital certificates (X.509),
firmware signing, and remote attestation (e.g., leveraging TPM 2.0 or Intel SGX enclaves
for UCIl edge nodes). Edge gateways should be hardened against unauthorized access
using minimal OS footprints, container sandboxing (Docker/Podman with
SELinux/AppArmor), and microsegmentation of services. Zero-trust network access
(ZTNA) principles (never trust, always verify) will be applied to distributed deployments
across Austria, Hungary, and Slovenia.

An API gateway (e.g., Kong, Apigee) enforces schema validation, rate limiting, and policy
enforcement. Message brokers (Kafka, MQTT, OPC UA) and data space adapters (GAIA-
X/IDS connectors) must validate payloads against predefined schemas to mitigate
injection or protocol abuse.

Operational monitoring is ensured through centralized SIEM (e.g., Elastic Security,
Splunk) and EDR agents deployed on nodes, providing anomaly detection, log correlation,
and automated alerts. Immutable audit trails (e.g., WORM storage or blockchain-based
ledgers) preserve forensic evidence. Quarterly vulnerability scans and annual penetration
testing (aligned with ETSI TS 103 457 for cybersecurity assessment of IoT) will be
performed, alongside a documented incident-response plan including playbooks for
ransomware, DDoS, and insider threats.

Supply-chain security is addressed by requiring signed firmware and container
images (Sigstore/Cosign, in-toto attestations), vendor risk assessments following NIS2
guidance, and automated patch management pipelines for edge and cloud services (e.g.,
Cl/CD with SBOM validation).

Privacy protections must be designed from the outset in line with GDPR, local data
protection acts, and EDPB guidelines. Privacy-by-design will be enforced by:

e Conducting Data Protection Impact Assessments (DPIAs) for high-risk processing
(vehicle geolocation tracking, fleet profiling).
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e Enforcing data minimization (storing only SOC and location granularity necessary
for charging optimization) and purpose limitation (separating traffic management
from billing datasets).

e Applying pseudonymization (hashed vehicle IDs) and anonymization (aggregated
trip statistics) for analytics so that forecasting operates on de-identified data.

User trust will be supported by:

e Transparent consent management (dashboard Ul for opting in/out of data
sharing),

e Retention schedules (e.g., raw location data retained <30 days; aggregated
statistics retained for 24 months),

e Mechanisms for data subject rights (download/export in JSON/CSV, rectification,
erasure, portability),

o Data Processing Agreements with charging providers, DSOs/TSOs, and fleet
operators.

For cross-border data exchange, pilots will rely on SCCs (Standard Contractual
Clauses) and GAIA-X federated governance, ensuring compliance with EU-level adequacy
decisions. Provenance and usage policies are enforced via IDS connectors.

For auditability and trust, blockchain-based append-only ledgers (e.g., Hyperledger Fabric
channels) can record transaction metadata, consent events, and SLA checks while
keeping personal data off-chain.

Finally, technical measures will be combined with organizational governance: clearly
defined security roles, annual privacy/security training for all partners, and independent
audits of the pilot ODP deployments in their dedicated countries. This ensures that the
ODP remains compliant, resilient, and trustworthy throughout its lifecycle, supporting
both regulatory approval and user acceptance.

The orchestrated microservices will use Keycloak and data space APIs to fulfill the secure
access functions. Single Sign-On will support unified users log in to Keycloak with their
username and password and are then automatically logged in to all other applications
that are connected to it, without needing to enter their credentials again. Identity
brokering will allow connection to external stakeholders by utilizing the dedicated identity
providers, dynamic tokens and IDS-compliant connectors. The backend APIs will be
secured by issuing access tokens (JWTs, DATSs, etc), ensuring peer-to-peer security and
supporting connector negotiations. The cluster management layer will not be exposed to
public internet and only client-facing cluster services will be securely accessed from the
outside.
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5.Deployment roadmap and next steps
The main goal of the prototyping is to demonstrate the successful implementation of the
main ODP features in different contexts set by the three use cases. However, the core
platform design will stay largely the same for piloting and will follow the infrastructure

discussed in section 4.

The period covered by this deliverable was pilot preparation phase. The following
remaining piloting period will be split in four distinct phases described in Table 6:

Table 6: Breakdown of main activities during piloting phases

Phase Period Main Activities Lead Outputs /
Partners Deliverables
1. Pilot M20- - Set up virtualization (PaaS) WINGS, - Data-space connector
Development M24 platform for ODP scaling and CDK, BLP, | testreport.
middleware interoperability. oLIvo, - Stakeholder learning
- Implement and test stakeholder- | CEMOSA service validation
specific connectors using real report.
measurement data within national
regulatory contexts.
- Develop and validate federated
and data analytic services.
- Integrate data-space connectors
and Al learning services.
2. Integration M25- - Deploy stakeholder-specific WINGS, - Operational
M27 federated services and CDK, BLP, integration report.
connectors. OASC, - Domain-specific test
- Conduct operational tests under | OLIVO results.
defined governance (OASC, - Governance
OLIVO). validation notes.
- Validate end-to-end
interoperability and ensure
readiness for pilot execution.
- Gather feedback from
stakeholders before full piloting.
3. Piloting of M26- - Run full pilots in real operational | All - Pilot operation report
Three Use Cases V1] environments. Partners (UCI, ucll, uci.
- Demonstrate robustness of - Economic feasibility
digital and physical services under analysis.
real-life conditions. - Updated
- Conduct economic assessment configuration
and cost projection for full ODP recommendations.
deployment.
- Refine configurations based on
stakeholder feedback.
4. Final M28- - Consolidate technical and BLP, DTU, - Final integrated WP4
Reporting and M30 operational results. WINGS report.
Validation - Evaluate feedback from partners | (all) - Lessons-learned
and stakeholders. summary.

- Produce final WP4 synthesis
report and recommendations for
large-scale roll-out.

- Validation of ODP
concept readiness.
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- Present outcomes to consortium
and external stakeholders.

1. Pilot development: setting up a virtualization (PaaS) platform defining the ODP's
scaling, middleware interoperability properties and reporting results common for all use
cases (Wings). Implementing and testing stakeholder-specific connectors within the
sensible context and real measurement data (CDK, BLP, Olivo). Implementing and testing
federated and data analytic services (BLP, Cemosa) in collaboration with stakeholders.
Report: implementation and testing of the PaaS platform, data space connector test
results, stakeholders-specific learning service test results.

2. Integration: deploying stakeholder-specific federated and data analytic services and
data connectors (Wings, CDK) and make operational tests (BLP, and the supporting team)
within a clearly defined governance scheme (OASC, OLIVO). Reporting domain-specific
results in test operation (all).

3. Piloting of the three use cases: the robustness of the digital and physical services
against real-life factors will be demonstrated when running three district ODPs in their
respective operational environments. Economic analysis of the platform, projecting the
costs on the full platform.

4. Final reporting.

The reports would be shared with the Commission and stakeholders for their feedback
before the end of pilot development to give sufficient time for implementing the
suggestions and validation. In the Table 7, the tasks and Role of partner teams during
piloting phases are further described.




Responsible

Table 7: Description of tasks and Role of partner teams during piloting phases

Team 1: Paas, SaaS
infrastructure (DTU

Compute, Wings, DTU
Management, CDK)

Team 2: Data Infrastructure (CDK, DTU

Management, Wings)

Team 3: Al, algorithms, services
(BLP, Cemosa) +WINGS + DTU

Team 4: stakeholders,
regulation, governance (Olivo,
Oasc)

DTU, Cemosa, Implementation of Data Connectors with Detailed definition of UCII services | Provides an input to Team 2 for
Setting up and self-hosting of dataspaces-like functionality: and their testing with data connector implementation,
compute nodes running a PaaS | 1. Platform connector(s) to the data stakeholders: prepares the definition of the
platform manager based on broker (CDK). 1. Development of algorithms for | data services from the
third-party tools. 2. Implement exc. federated service and price governance point of view.

) 3. Development of lightweight data space | calculation.
Demonstration of use of . . .
connectors to enable far-edge 2. Demonstrating operation with
multiple clusters with ODP deployment. data/sensors.
interfaces for services and loT.
Report: operation tests with real or Report KPIs: fulfilment of UCII
Report: platform monitoring emulated data streams (KPIs: compliance | service purpose, creating a
(KPIs: scaling and platform-level | with data spaces practices, QoS, data business value and validating
interoperability). security). operational services)

DTU, BLP Deployment of federated and Kafka cluster deployment, configuration Development of the user apps Provide related
data analytic services in hosted | and management and connection to (Saas). recommendations needed to
clusters. service interfaces support the deployment of

services in operational
environments.

DTU, Wings Enabling connection of services | Testing the full setup with real-time data Development and deployment of | Validation of governance policies

to loT through the middleware
layer, operational test of the
three nodes connected with

streaming. Scaling of data connectors to
support multiple cross-border
stakeholders. Implementation of

advanced Al modules for UCII: (1)
Forecasting algorithms for RES
and load, (2) Al-based scheduling
and routing optimizers, (3)
anomaly detection for charging

for interoperability. Ensure data-
sharing policies operated on the
platform align with GDPR and
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the respective geographical
stakeholders.

advanced data quality checks and
metadata catalogues

infrastructure. WINGS ensures
end-to-end integration of Al

modules with ODP dashboards.

Report KPIs: accuracy of
predictions, efficiency of
scheduling, reduction of
anomalies/conflicts.

main relevant European
regulations.
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6. Conclusion and Recommendations

This deliverable has examined the readiness of the infrastructure required for
deployment and prototyping of the three shortlisted use cases within the BEGONIA
project. The work has focused on defining pilot setups, identifying technical
requirements, and verifying that the Operational Digital Platform can support
controlled prototyping with the necessary service, system and data exchange
components.

For UCI, the pilot demonstrates how customer-centric services such as demand-side
flexibility procurement, renewable integration and supplier switching can be
prepared using APIs, forecasting services and message brokers, with data exchange
managed through data space connectors and middleware. For UCII, the platform
confirms the feasibility of Al-based forecasting and scheduling of EV and ET charging,
supported by containerized services, Kafka-based communication, and integration
with heterogeneous charging networks. For UCIII, the use of digital twins together
with monitoring, forecasting and scheduling services demonstrates how data center
loads, energy flows and waste heat reuse can be represented and controlled in
preparation for full-scale pilots.

Across all three pilots, the common requirements include event-driven data pipelines,
secure identity and access management, support for multiple loT communication
protocols, and alignment with GDPR and relevant EU energy-related regulations.
Cybersecurity requirements are defined by end-to-end encryption, strong
authentication, secure provisioning of devices, and continuous monitoring through
SIEM and EDR tools. Privacy-by-design is addressed through data minimisation,
pseudonymisation and purpose limitation, while cross-border data exchange is
supported by GAIA-X and IDS compliant connectors and governance.

The deployment roadmap foresees four phases, beginning with platform setup and
connector implementation that already started in line with preparation of this
deliverable, and is followed by integration of federated services, operational testing
with stakeholders, and final reporting. Risks identified at this stage include
interoperability with existing systems, latency in data exchange, and are mitigated in
preparation phase with partner's timely engagement. These will be addressed with
modular implementation of services, and the use of emulated environments before
physical rollout.

The next steps should prioritise validation of the data space connectors under real
operating conditions, testing of forecasting accuracy, and close coordination with
regulatory authorities to ensure that piloting can be carried out within the applicable
legal and governance frameworks.
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